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Laws And Policies / Tx Government Code 411

• TxGC §411.084  Use of Criminal History Record 
Information

(a-1)  The term “criminal history record”: The 
information contained, wholly or partly, in a 
document’s original form or any subsequent form or 
use. 
(c) An agency or individual may not confirm the 
existence or nonexistence of criminal history record 
information to any person that is not eligible to receive 
the information. 

• TxGC §411.085 Unauthorized Obtaining, Use, or 
Disclosure of Criminal History Record Information; 
Penalty. 
• Class B Misdemeanor 
• Second Degree Felony

• https://statutes.capitol.texas.gov/

Presenter Notes
Presentation Notes
It is very important to know the statute that grants your agency access to the TX DPS Secure Site, if you do not know your own please contact our email: CJIS.audit@dps.texas.gov


https://statutes.capitol.texas.gov/


Policy 
Requirements

All parties with access to CHRI 
must abide by policies and 
procedures addressing the full 
life-cycle of secured information.  
DPS’s policy is derived from the 
FBI CJIS Security Policy. The DPS 
policy will serve as the basis for 
your agency's policy. 



Laws And Policies / DPS & FBI Policies

o Select Criminal History Search 
or FACT Clearinghouse

o Select A&D Policy under “New 
Users”

o Scroll to the bottom of page for 
CJIS Security Policy and open FBI 
link. 

How to Find the Access and Dissemination Policy 
and how to Find the Criminal Justice Information 
Services (CJIS) Security Policy :



Laws and Policies / DPS Sample Written Policy

Sample Policy can be found on CJIS Launch Pad.
• Agencies will need to implement the following policies & procedures:

• Ensure digital and physical media in all forms is secured. (CSP 5 MP)

• Ensure Criminal Justice Information (CJI) is secured. (Access to secure areas) (CSP 5 PE)

• Disposal and destruction of physical media. (CSP 5 MP-6)

• Sanitization and destruction of electronic media. (CSP 5 MP-6)

• Discipline of CJIS violators. (CSP 5 PS-8)

• Incident response policy. (CSP 5 IR-1)

AC05357
Presentation Notes
On the sample polices you will notice how we refer back to the FBI Security Policy.

Access to CHRI in all forms (physical/electronic) is restricted to authorized individuals using proper methods and processes.
Areas where CHRI is viewed, retrieved, or stored is always secured.
All physical CHRI is properly disposed after authorize purpose.
All electronic CHRI is properly disposed and destroyed after authorized purpose has ended. 
Disciplinary policy for all CJIS violations (unauthorized access and misuse of CHRI).
An Incident Response Policy (with included Incident Reporting Form) for CHRI security breaches. Incidents must be reported to DPS.



Laws and Policies / Incident Reporting Policy & Form
Incident Reporting form is found on CJIS 

launch pad under Documents. 



ACCESS to CHRI / Secured Areas

Physical Access to Secured Areas

Secured Area is where 
CHRI is retrieved, 

viewed, and/or stored.
Control all 

physical 
access 

points for 
secured 

areas.

Authenticate 
visitors prior 

to access.

Always 
escort 

visitors.

Control 
access for 
data closet 
containing 

the network 
servers.



Access to CHRI / Least 
Privilege

The agency shall enforce 
the most restrictive set of 
rights/privileges or access 

needed by users for the 
performance of specified 

tasks

This limits access to CJI 
to only authorized 

personnel with the need 
and the right to know.

Presenter Notes
Presentation Notes
Agency should allow access only for limited #  individuals necessary to complete.




DPS Secure Site / My Account
All Account Users’ 
Responsibilities:

• Training
• Sign Entity & User 

Agreements
• Current contact 

information
• Review any messages 

sent to you by DPS.

Supervisor 
Responsibilities: 

• Verify & log user level of 
access and contact info 
annually.

• Disable/deactivate 
users. Contact CHIU 
512-424-2474 Option 1.

• Routinely monitor 
searches.

Presenter Notes
Presentation Notes
Must complete training.
Sign Entity & User Agreements. If not, account will not be available for use.
Ensure agency and user address and contact information is current.

Verify and log the level of access and contact information for all account users at least annually.
Disable/deactivate users if their job duties change or if they leave the agency. 








DPS Secure Site / Supervisors – Managing Users

Active data users should be 
“Supervised by me”.

Minimize Supervisors on the account.

• No activity for 90 days will expire 
users. 

• If supervisor is expired, the whole 
account will be locked. 

• Contact Criminal History Inquiry 
Unit at NCJU@dps.texas.gov or            
512-424-2474, Option 1.

Expired Supervisors:

mailto:NCJU@dps.texas.gov


Access to CHRI / DPS Secure Site

DPS approved login credentials for 
Secure Site access.

Login/ Passwords CANNOT be 
shared with ANYONE for any 
reason!

Complete the DPS Secure Site 
Training Modules. 



Access to CHRI / Access to the DPS Secure Site

Do not do this!

Acceptable Password Management
• Notebooks, locked up securely
• Excel spreadsheets with encryption
• Password managers with encryption
• Do not auto-save, auto-fill or share 

passwords.
Memorized secret verifiers shall not permit the 
subscriber to store a “hint” that is accessible 
to an unauthenticated claimant.



Required Training / Secure Site Training Modules

Must be completed prior to usage of the Secure Site.

Roles determine the number of training modules.

Users will learn how to use the Secure Site.

One-time exam per module. You may review modules at 
anytime. 

Presenter Notes
Presentation Notes
All modules must be completed prior to usage of the Secure Site.
Depending on the status of the user, some will take more modules than others. 
Modules will train the user how to use the Secure Site.
It is a one-time exam per module unless there is an update. You may review modules at anytime. 




Required Training / CJIS Security Awareness Training

• Prior to gaining access to 
CHRI from FBI (Clearinghouse 
Access)

• Is now required annually!

Security and Privacy Roles:

• Basic- Personnel with Unescorted Access to a Physically Secure Location
• General- All Personnel with Access to CJI
• Privilege- Personnel authorized to perform security-relevant functions
• Security- Organizational Personnel with Security Responsibilities

Presenter Notes
Presentation Notes
Personnel with Unescorted Access to a Physically Secure Location�(This level is designed for people who have access to a secure area but are not authorized to use CJI)
All Personnel with Access to CJI�(This level is designed for people who are authorized to access an information system that provides access to CJI)
Personnel authorized to perform security-relevant functions�(This level is designed for all information technology personnel including system administrators, security administrators, network administrator, etc...)
Organizational Personnel with Security Responsibilities�(This level is designed for personnel with the responsibility to ensure the confidentiality, integrity, and availability of CJI and the implementation of technology in a manner compliant with the CJIS Security Policy)



Access to CHRI / 
Computerized Criminal 
History (CCH)

Login beyond this point is for those with direct 
access only with assigned login credentials.



Computerized Criminal History (CCH)

Computerized Criminal Histories (CCH) are Texas-
only record information.

Name/DOB
SID (State Identification Number)
TRN (tracking number)
Other search identifiers. Results are based on 
Soundex.
All CCHs must be performed in accordance with 
your statute and are subject to audit.

Presenter Notes
Presentation Notes
Searches can be completed by Name/DOB, SID (State Identification Number), TRN (tracking number), or other search identifiers. Results are based on Soundex.





Dissemination / Computerized Criminal History 
(CCH)

CCH record information cannot be disseminated to 
unauthorized individuals! This includes the individual 
searched.
WHY? Because CCHs are NOT true identification. Only 
Fingerprint records are.

How Do I Inform the applicant of CCH Search Results?
You don't. You can inform them that they did not pass 
some part of the background check, but you must not 
include the specifics of the criminal history results 
from DPS.



Access to CHRI / 
CCH Justification

• A completed application/contract 
must be received PRIOR to the 
search.

• CCH Verification Form
Must be kept on file 
(physical/electronic) for justification 
purposes from audit to audit.

Presenter Notes
Presentation Notes
A completed application must be received PRIOR to searching an individual on the DPS Secure Site. The CCH search is not justified if app is not on file.
Applications/Contracts must be kept on file for justification purposes. Accepted applications may be physical or electronically stored.






Name-base CHRI / CCH Documentation

The CCH Verification Form is required for each 
initial search.

This is NOT a consent form

Forms must be signed by the applicant.

CCH Verification Logs may be used for annuals 
only.

Keep form or log for audit purposes. 



CCH Verification Form/Log

NCJAs may utilize CCH log for subsequent 
background checks with signed original CCH 

form.



Security and Storage / Physical CHRI
DPS WILL ALWAYS ADVISE AGAINST STORING ANY PART OF CHRI. 

Authorized 
Personnel 

Only

Temporary 
only.

Secure Location: Store 
records in a locked file 

cabinet.

Secure & Track the life-
cycle of printed CHRI.

Shall be destroyed 
after the 
information is used 
for its authorized 
purpose.

Presenter Notes
Presentation Notes
CCH search results can be viewed 7 days after each search.
For Fingerprint CHRI, subscriptions will allow for notifications for updated record information. 
Most times, it is not necessary and requires additional security protocols.

Shor-term/temporary only. CHRI can be viewed within the Secure Site and printing is usually not necessary.

Per your legislative statute, CHRI shall be destroyed after the information is used for its authorized purpose.




Security 
and Storage 
/ Electronic 
digital CHRI

If stored electronically within desktop, network, and/or 
cloud:
• All will need to be encrypted with FIPS 140-2 / 197. 

CHRI shall be encrypted during transit and at rest.
• Only authorized individuals shall have access to the 

encryption keys.
• CHRI will need to be in a File Management. 
• Do not create a mass storage or database.
• Firewall and Anti-Virus in place with current version.
• Encrypt CJI prior to uploading to cloud. Cloud 

storage not advised. 

DPS WILL ALWAYS ADVISE AGAINST STORING ANY PART OF CHRI. 

Presenter Notes
Presentation Notes
CCH search results can be viewed 7 days after each search.
For Fingerprint CHRI, subscriptions will allow for notifications for updated record information. 
Most times, it is not necessary and requires additional security protocols to ensure CHRI is always secured. 

Note:
Recommend not keeping any file management with notations about criminal history. 
Documenting “passed or failed criminal history check” electronically notating anywhere on your laptop/computer.
If you keep any of the list, you must treat them as CJI and retain/secure according to your statue and CJIS SP.

Per your legislative statute, CHRI shall be destroyed after the information is used for its authorized purpose.
�




Disposal & 
Destruction  
physical & 
electronic CHRI

• All destruction shall be done or witnessed 
by authorized personnel onsite!

• Destroy or purge within retention period.

• Shred, pulverize or incinerate printed 
CHRI.

• Sanitize or destroy all devices accessing 
CHRI when it’s inoperable or will no longer 
be used by the authorized agency. This 
includes computers, laptops and network 
printers.



Outsourcing / Non-Criminal Justice Agencies
All outsourced vendors will have to be vetted through TX DPS and become CJIS Security Policy approved.

The following will need to be in place for an Outsourcing Standard:

• Written Request Letter.
• Copy of the contract with the vendor. It must reference the CJIS Security Policy and Outsourcing Standard 

Agreement.
• A completed Outsourcing Standard.
• Vendors will need to be fingerprinted.

After outsource vendors are approved, agency will have to:

• Conduct an audit within 90 days of the Outsourcing Standard Agreement approval date.
• Report any incidents to TX DPS.
• Keep vendors current with CJIS Security Policy.
• Fingerprint vendor (if statue allows)
• CJIS security Awareness Training before access to CJI

Depending on the services, an Outsourcing Standard can be prevented if authorized personnel from the 
agency performs or witness the services.

Presenter Notes
Presentation Notes
Outsourcing is when your agency requests a third-party to perform functions on behalf of your agency specific to CHRI. (Retrieval, Storage, Destruction or IT)
If the individual is not employed with your agency, but can access CHRI or your agency’s network, you must have an Outsourcing Agreement approved by DPS and be CJIS compliant.

* Your auditor can assist with completion of this process*





Outsourcing / 
Criminal 
Justice 
Agencies

Security Addendum and / or Management 
Control Agreement Required (If direct 
access to TLETS terminal)

• Management Control Agreement for Governmental 
Non-Criminal Justice Agency providing the service - 
Ex: City/County (CJIS 5.1.1)

• Private vendors/contractors require Security 
Addendum (CJIS 5.1.1)

Submit to CJIS Technical Audit Team at 
security.committee@dps.Texas.gov 

Vendors are required to complete CJIS security 
awareness training and be fingerprinted before 
authorizing access to CJI

Presenter Notes
Presentation Notes
Private vendors / contractors through the County / City, that are providing services to CJ / LEA – Management Control Agreement with County / City and Security Addendum with vendor / contractor
Samples available in CJIS Launchpad



mailto:security.committee@dps.Texas.gov


Secure Site/ FACT 
Clearinghouse

Fingerprint CHRI
Texas Records

Nation-wide Record 
Information

Prints captured via FAST 
locations only

Prints sent to Clearinghouse 
after processing



FACT Clearinghouse / 
Fingerprint CHRI

• Use the correct Service Code and ensure it is not 
shared.

• A completed application must be received prior to 
fingerprinting an individual.

• Can disseminate fingerprint results only to 
authorized individuals & the to the individual of the 
record.

• Unsubscribing to the individuals who are no longer 
with the agency is a requirement.

• GC § 411.0845
• Unsubscribe within 3 business days per the Access & 

Dissemination Policy.

Presenter Notes
Presentation Notes
Disseminate:
In person
Mail
Secure Fax Machine
Do not disseminate over the phone.
Recommended not sending CHRI by email due to encryption requirements.
Recommend having a release form. 






FACT Clearinghouse / Search History
Search Fact Clearinghouse by:

• Name & DOB 
• SID 
• Driver’s License 
• MNU (Identifier from agency)

If applicant is found, you may 
view their record and 

subscribe if applicable.

If unable to locate applicant, 
the record may not be 

accessible to your agency due 
to authorized purpose and may 

need to be fingerprinted by 
your agency type.

Presenter Notes
Presentation Notes
Search for fingerprint applicants- if applicant is found you may view their record and subscribe if applicable.




FACT Clearinghouse / Search History

The FACT Clearinghouse Search History allows agencies to monitor the views that are 
being processed by their data users on the TX DPS Secure Site. In addition to monitoring 

the views,  it will show which views incurred a fee for your agency. 

When utilizing any of the search options, a 
checkmark ( ) will appear in the column “Billed” for 
any of the searches that were charged to the agency.  

Select “Show Only Billable Accesses” to only view 
the searches that were billed.

Presenter Notes
Presentation Notes
The FACT Clearinghouse Search History allows agencies to monitor the views that are being processed by their data users on the TX DPS Secure Site. In addition to monitoring the views,  it will show which views incurred a fee for your agency. 

When utilizing any of the search options, a checkmark (✓) will appear in the column “Billed” for any of the searches that were charged to the agency.  Select “Show Only Billable Accesses” to only view the searches that were billed.





• Notification Settings
• Add/Remove 

notification recipients 
as needed.

oSub – New 
Subscriptions

oData – Events

FACT Clearinghouse / Notifications



FACT Clearinghouse/ Worklist
Worklists are events associated with fingerprint records 
that are available for review. Can be a new, or existing 
subscription. Note: As of 8/26/2025, Worklist names 

have been updated and simplified.



FACT Clearinghouse / Worklist

• View Worklist
• Select a worklist to view
• Click Detail to View Record
• Click Close to remove from 

the “Worklist” 
(Close button will NOT 
unsubscribe)

Note: As of 8/26/2025, the Initial 
Response radials within the 
Worklist Summary are no longer 
displayed. 



FACT CLEARINGHOUSE / WORKLIST
SUBSCRIPTION_NEW– New TX Subscription was created/renewed.

SUBSCTIPTION_NEW_FRB– New FBI Rap Back Subscription was created/renewed.

SUBSCRIPTION_EVENT– Subscriptions with a new qualifying event in CCH, SOR (or FBI Rap 
Back if eligible)
SUBSCRIPTION_REJECT_FRB– Applicants eligible for FBI Rap Back but FBI Rap Back failed to 
be established
UPDATED_FBI_RESPONSE- Applicants with updated FBI Response

APPLICANT_SUBMISSIONS- New Applicant Submissions available to the agency.

APPLICANT_PRINT_REJECT- Applicants Submissions that were rejected by TX AFIS or FBI AFIS



FACT Clearinghouse / Fingerprint Rejections

Pay Attention to the FBI Text for rejected 
fingerprints. 

After two (2) 
fingerprint rejects, 

an agency may 
request an FBI 

Name Base check.

Presenter Notes
Presentation Notes
They go back a second time within 6 months to reprint with no fee. After that they have to start the whole process over. If there is a 2nd reject, they may request a NB search from FBI.

Fingerprint rejects must have a specific reject code.



Federal Rap Back 
Program (FRB)

Civil Rap Back Program
• Live FBI records  ( Active January 15th, 

2018)
• Individuals with a non-rejected fingerprint 

submission after June 1, 2015, are eligible 
for DPS to send an FRB request.

• Individuals last printed before June 1, 
2015, will need to be re-fingerprinted and 
the FBI needs to accept the fingerprints 
for DPS to send an FBI Rap Back request.

 For additional information, please contact 
Fingerprint Services Unit at 512-424-2474 – 
Option 6 



Manual Subscriptions 
Search Fact Clearinghouse

1. Search by name, SID, DL, or 
MNU (Identifier from agency)

2. Select “Subscribe to This 
Record”

3. Click tab for Applicant 
Purpose and select ORI with 
[RBC:I] or [RBC:J] to send an 
FBI Rap Back request.

4. An ORI without [RBC:I] or 
[RBC:J] will only receive Texas 
live records. 

5. Select “Create Subscription”

FACT Clearinghouse / Subscriptions

Presenter Notes
Presentation Notes
If you are creating a manual subscription meaning the applicant has been fingerprinted before for the SAME purpose you need to make sure you see RBC if you see and ORI with no RBC after it that means you are only receiving Texas records.
 Ex: Police officer coming from a different PD. Teacher coming from another ISD. 



FACT Clearinghouse / Unsubscribing

Search FACT Clearinghouse

• Search by name, SID, DL, or Subscription Key (Identifier 
from agency)

• Select Individual
• Select “Manage this Records Subscription”
• Select Unsubscribe

Unsubscribe upon end of authorized purpose 

• TXGC 411.0845- 3 Business Days
• Access and Dissemination Policy



Offline Applicant Management
This feature will give you a list of 
everyone you are subscribed to.

Message Center will have the subscription list on an 
Excel spreadsheet.

*No need to save this spreadsheet.*

FACT Clearinghouse / Subscription List

Presenter Notes
Presentation Notes
There is no need to save this spreadsheet. It is available in your message center. You can always download a new OAM list. If spreadsheet is saved in computer, ensure to encrypt it.



FACT Clearinghouse / Batch Upload



FACT Clearinghouse / Validations

Subscription 
Validations

Required every 5 years after the initial 
subscription date.

SUBSCRIPTION_EXPIRES90

SUBSCRIPTION_EXPIRES30

Validate or Unsubscribe

If not validated, subscription will be removed 
from your account by system.

Presenter Notes
Presentation Notes
Validation of Subscriptions required every 5 years for current subscriptions from the date entered into your account.




FACT Clearinghouse/ Applicant Detail Page

$1 Viewing Fee
No longer displayed

Presenter Notes
Presentation Notes
Click to view record. Displaying (viewing) an individual’s Texas & FBI Criminal Histories may incur a fee. If the fee is incurred, viewing costs $1.00, which grants a 31-day unlimited viewing period. This applies to each individual an agency views. A banner will be displayed indicating if the record is fee-based.



Fingerprinting Fees

• Applicant $12.00
• Volunteer $10.00 FBI

• $15.00Texas

• $10.00Fingerprint Fee

• $15.00TEA Upload Fee

• FBI + Texas = $52.00
• FBI (Volunteer) + Texas = $35.00Total Cost 

• $1.00Clearinghouse 
Viewing Fee

Presenter Notes
Presentation Notes
TXI Review for IT and for contractors. ��Once you have clicked the “Display Record” button, you may freely view the Texas and FBI records as many times as necessary for up to 30 days. After 30 days, your organization will be subject to standard billing.




 Ensure agencies utilize the DPS Secure Site 
per the statutory authority.

 Educate and train agencies to become 
compliant with the FBI Criminal Justice 
Information Services (CJIS) Security Policy and 
DPS’s Access & Dissemination Policy.

 Ensure Criminal History Record Information 
(CHRI) is always secured both electronically 
and physically.

 Provide agencies with training and education 
to help them make better use of the Criminal 
History Search Services.



Non-Criminal Justice Audits / NCJ Agencies 

The Texas Department of Public Safety and Federal Bureau of 
Investigation perform routine audits on non-criminal justice 
accounts every three years.

2 Types of DPS Audits: 

• Onsite Audit 

• Electronic Audit (Microsoft Teams Meeting)

Who Should Attend Onsite Audit? 

• Account Supervisor for Secure Site

• Data Users (optional)

• IT personnel (optional)

• If needed, you may include individuals who make the 
decisions for the agency. (example: (Chief, Sheriff, Captain, 
Investigator)



Non-
Criminal 
Justice 
Audit  
Compliance 
Tips

Save
• Save important DPS 

contact information  

Become
• Become familiar 

with the Launch Pad

Retain
• Retain policies 

regarding CHRI.

Take
• Take the required 

trainings.

Keep
• Keep justification 

for CHRI audit to 
audit.

Secure
• Secure physical and 

electronic CHRI.

Presenter Notes
Presentation Notes
***Keep justification for record subscription***



DPS Secure Site Contacts
 

• Access and Dissemination Bureau – 512- 424-2474
• Criminal History Inquiry Unit - NCJU@dps.texas.gov, Opt 1 & 2 
• Billing Unit - CRS.Billing@dps.texas.gov, Opt 4
• ADB Support Unit - ADBSUPPORT@dps.texas.gov, Opt 5
• Fingerprint Services Unit – Fingerprint.Service@dps.texas.gov, Opt 6

• Compliance and Training Bureau – 512-424-2474, Opt 3
• Non-Criminal Justice Audit and Training Unit - 

CJIS.Audit@dps.texas.gov

Presenter Notes
Presentation Notes
All units work together to provide agencies access to Criminal History Record Information (CHRI) from the Secure Site. 


mailto:NCJU@dps.texas.gov
mailto:CRS.Billing@dps.texas.gov
mailto:ADBSUPPORT@dps.texas.gov
mailto:Fingerprint.Service@dps.texas.gov
mailto:CJIS.Audit@dps.texas.gov


Check here 
for CRD 

news and 
updates!

CJIS Launch Pad 

SCAN THE QR 
CODE FOR 

LINK

https://texas.cjisapps.com/noncrim/launchpad/

https://texas.cjisapps.com/noncrim/launchpad/


Public 
Resources

• DPS Public Site: Convictions or deferred adjudications 
that have been reported to the Department on an offense.

• https://publicsite.dps.texas.gov/convictionnamesearch/

• DPS Public SOR:

• https://publicsite.dps.texas.gov/sexoffenderregistry/

• TXI Review/ TXE Review

• dps.texas.gov/internetforms/Forms/CR-63.pdf

• dps.texas.gov/internetforms/Forms/CR-68.pdf

https://publicsite.dps.texas.gov/convictionnamesearch/
https://publicsite.dpd.texas.gov/sexoffenderregistry/
https://www.dps.texas.gov/internetforms/Forms/CR-63.pdf
https://www.dps.texas.gov/internetforms/Forms/CR-68.pdf


Crime Records Link

HTTPS://WWW.DPS.TEXAS.GOV

TXE Review



FINAL QUESTIONS, 
COMMENTS, OR 
CONCERNS?
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